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How do | access my storage or server?

Server Access using RDP or SSH:

Co-location Services

Version 1.0

The preferred way to access your machine is via the LAN over Remote Desktop Protocols (RDP) when
accessing Windows servers or SSH when accessing Linux servers

4 ¥ Hemote Desktop Connection

-

LComputer:

Remote Desktop
Connection

mmyserver. nuigalway. el

I Connect ” Cancel ” Help ] [ Options »> ]

PUTTY is a freeware client that is popular to access servers via SSH. This client is freely available for
download on the Internet. The University does not supply nor support this software.

B PUTY Configuration

Categony:

=+ Session
Logging

=) Terminal
F.eybioard
Eell
Features

(= Window
Appearance
Behawiour
Translation
Selection
Colours

[=)- Connection
Data
Prasy
Telnet
Rlogin

55H

Serial

Bazic aptions faor pour PUT TV session
Specify the destination you want to connect o
Hozt Marme [or IP address] Part
myserver. nuigalway.ig 22
Connection type:
(O Raw () Telnet () Rlogin &) 55H (O Serial
Load, zave or delete a stored session

Saved Seszionz

Default Settings

]
e

Cloge window on exit;
i Always O Mever (5 Only on clean exit

x|

I Open I [ LCancel

Login using the credentials provided to you by the User Support Centre. It is recommended that you update
the passwords upon receipt and that you keep these credentials secure.
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Server Access using VMware Infrastructure Web Access:

You can also attach to the machine via the VMware Management Console using VMware Infrastructure
Client software. This software is available for download at the following location: https://vcl.srv.nuigalway.ie.

Co-location Services
Version 1.0

You will have to agree with the security certificate by selecting yes to proceed

Security Alert E3

7 Information you exchange with this zite cannot be viewed ar
? changed by others. Howewver, there is a problem with the site's
: zecurty certificate.

o

Do you want to proceed?

The zecunty certificate waz izzued by a compatiy vou have
not chosen to trust. View the certificate to determine whether
wou want to brust the certifying authority.

The secuiity cerificate date is valid.

The name on the security certificate iz invalid or does not
match the name of the site

Yes YWiew Certificate

; Welcome to ¥Mware YirtualCenter Z - Microsoft Internet Explorer

Eile  Edit  View

Favorites  Tools  Help

MEE|
| 2

(DBack = - ¢ 2] 0| search o Favories £ |

e

Address [&] hitps://10.240.157.54/

VMware VirtualCenter 2

Welcome

Getting Started

For Administrators

If you need to aceess WMware Infrastructure remotely, use the ¥Mware Infrastructure Web Access
following program to install vMware Infrastructure client software. WMware Infrastructure Web Access
after running the installer, start the client and log in to this host. streamlines remate desktop deployment

by allowing you to organize and share

# Download WMware Infrastructure Client virtual machines using ordinary web

browser URLs.
Log in to Web Access

web-Based Datastore Browser
Use your web browser to find and
download files (for example, virtual
maching and virtual disk files).

Click here to

interface.

Browse datastores in the WirtualCenter
inventory

access the console web

For Developers

¥Mware Infrastructure SDK

The WMware Infrastructure SDK package
contains interface definitions, detailed
documentation and sample code to help
you write your own management
programs,

Download the SOK

Browse objects managed by
VirtualCenter

j Go ‘Llnks »

] pone
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Login using the credentials provided to you by the User Support Centre. It is recommended that you update
the passwords upon receipt and that you keep these credentials secure. If you have multiple virtual servers,
all will be accessible under the same user ID.

) ¥twmare Virlual Trdrantrusbure Web Aceess - Microsoll Inbermet Buplorer

[le ot ew Fgvortes ook Helo e

Qe - O - < 3 ] sewth i Favertes & - b

igibess [ ] hatgn (110290157 54l ] D s =
[ vMimare Virtual Tnfrastructure Web Access

Credentials

’{ Lagin Narme:

Password:

.

3 [ treemat

After login, you will be presented with a list of your Virtual Machines. You will only have access to your own
machines.

; administrator@10.240.157.54: ¥Mware Yirtual Infrastructure Web Access - Microsoft Internet Explorer

Filz Edit Wiew Favorites Tools Help | o
@Back ~ ) - [x] (2] 0| P search oFavorites & | 0 L B

Address [{€] https: /10.240.157.54uivManage.do BEERES
(&l yMware web Access Help -~ Leg Out

Web Access Wisw Wirtual Machine 1 U1 [ &0

< | [ Virtual Machines

(3 Virtual Machines Surnmary
Wirtual Machines -
(2] & virtual Machines
[Fa muc cs
() vm_windows_32hit_enterprise_tsmplats 28 MHz 397 MB
) vm_wwwl_dew 296 MHz 1.978 GB
G vm_www2_dew 297 MHz 1.979 GB

(B vm_wwwa_dev
G vm_wwwldz_dev 150 MHz 442 MB

LR NCORON N )

(B wm_www3_dev

This is a list of all your virtual machines. Double
click on a machine to find out specific information

on it and to manage the machine

|&] Dane Y
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ternet Explorer
Eile Edit View Favorites Tools  Help | A f
(Back ~ - X 2 0| seach Favaies & | - L B2
Address [€] hetpsif110.240.157 54/uifManage.do & |uns »
(& ¥Mware Web Access Help + Log Out
Web Access Wiew Virtual Machine MINENET B-O de
& || (11 vin_www2_dev . OO0
1 virtual Machines summary | Events || arms [ Tasks || cansale | Mount CD drive
NUIG CS - -
@' Recent Alarms [F] || status | =
(y vm_windows_32bit_enterprise_ten
Mone Power State [
G vm_wwwl_dev Powered On
G [vm_wewz_dev Recent Tasks I}
= = e~ Guest 05 &
@ vm_www3_dev Red Hat Enterprise Linux 5 (64-bit)
R vm_wwwi_dev Perfprinance [l | ¥Mware Tools &
G ven_wwwldz_dev Funning
focessors Memory
[ 275 MHz 1.979 GB | pNg Name
w2 nuigalway is
Griless (] IP Addresses
@ Frocessors H 140,203.201.76
Memory 2 GB
Open COnSOIe & Hard Disk 1 (SCSI 0:0) 70 GB Commands =]
&3 Hard Disk 2 (SCSI 0:1) 50 GB selected Item
B8 network adapter 1 Test DMZ LAN Mone
CD/DYD Drive 1 (IDE 0:0 u lient devi
% Fl Drive 1 ( ) =ing Glent device ¥Yirtual Machine
oppy Drive Using c.hent device Power Off
© sCSI Controller 0 LSILagic Suspend
Reset
Add Hardware. ..
Configure Options
Generate Remote Console URL
. . . Relationships =
Hardware configuration of your machine i
Host Machine
‘ ] 10.240.15F .60
Items 1 -6/76 Datastores, ;I

|&] Done

Server Access using VMware Infrastructure Client:
Download and install the client software.

Welcome to ¥Mware YirtualCenter 2 icrosoft

ernet Explorer

File Edit ‘iew Faworites Tools Help

FfoFQIW
T

Get URL for bookmarking

DBack ~ ) - x| 2] o search o Favories &tl G- & B

Address [&] hieps:f{10.240.157.54/

j Go ‘L\nks >

VMware VirtualCenter 2

Welcome

Getting Started

If you need to access WMware Infrastructure remotely, use the
following program to install VMware Infrastructure client software.
After running the installer, start the client and log in to this host,

s Download WMware Infrastructure Client

.

For Admi

strators

Here is the link to download the client

¥Mware Infrastructure Web Access

VMware Infrastructure Web Access
streamlines remote desktop deployment
by allowing you to organize and share
wirtual machines using ardinary web
browser URLs.

Lagin to Web Access

Web-Based Datastore Browser
Use your web browser to find and
download files (far example, wirtual
rmachine and virtual disk files).
Browse datastores in the WirtualCenter
inventary

For Developers L

¥Mware Infrastructure SDK
The ¥Mware Infrastructure SDK package
contains interface definitions, detailed
documentation and sarple code to help
You write your own management
programs.

Download the SDK

Browse ohjects managed by
irtualCenter

=

|@ Dane
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Run the virtual Infrastructure client from the desktop.

The IP address / Name for the VMware Infrastructure Client is vcl.srv.nuigalway.ie

Co-location Services
Version 1.0

Ware
skruckure
Client

Login using the credentials provided to you by the User Support Centre. Keep these credentials secure. If
you have multiple virtual servers, all will be accessible under the same user ID.

Viiware Infrastructure Clhient

@ wware |

VMware Infrastructure Client

To directly manage a single host, enter the IP address or host name,
To manage multiple hosts, enter the IP address or name of a

wirtualCenter Server,

IP address | Name: !vcl.srv.nuigalway.ie vi
User name: lusermams
Passward: i*****

Login I

Close I

Help j

You will be presented with the following screen that lists all of your virtual machines. You will only have
access to your own machines. This interface is used in a similar fashion to the web interface described

earlier.

02250 Vilware Infrastructure Chent

File Edit View Inventory Administration Flugins Help

(i i g & &o ¥
Irwentary Scheduled Tasks Events Adriinistration Maps Consolidation
« | mnl)> 8B GRS

= E Hosts & Clusters

= [l nuIG cs
Bl €S Test Lab

Summary .

wvm_wwwl_dev

Performance !

<]

; A
= ﬁ NUIG Primary Cl.ust‘er General Resources Tl
@ esx0l.srvr \
[ esx02srvnuigalway | | Guest os: Red Hat Enterprise Linux 5 (64-bit} CPU usage: 257 MHz
@ esx03.srv.nuigalway CPU: 2¥CPU Host memory usage: 610.00 MB
(h awaters_windows Memary: 2048 MB GUest memary Usage: 81.00 MB
% Remate CLIVM - m Memory Overhead: 184.00 MB
wm_server(d ity | |
WMware Tools: oK Datast?ra , Capacity | Free |
3 vim_wiw2_dev 1P Addresses: 140.203.201.75 B Tierz_Disk 999,75 GB 443,45 GB
a vm_www3_dey DS Mame: wwwl.nuigalway.ie
3 vm_wwwi_dev Skat P d 0 T 3
! - ate: owered On
G vm_wwwid2_dev i i @ Test DMZLAN
! - Host: esx0Z.sry.nuigalway.ie
Active Tasks:
Commands
Power off
0 suspend
) Reset -
@ Edit Settings
IE Cpen Console
E@ Migrate ko Another Host
e ) B [
Recent Tasks X
Mame Target Status | Initiaked by i Time | Start Time | Complete Time
@ Reconfigure Yirtual Ma. .. @ Ensor_2 @ InProgress Administr ator S/22/2005 3:40:24 PM  5/22/2008 3:40:24 PM
@ Reconfigure Virtual Ma... (91 Ensor_2 & InProgress Adrrinistr ator 5/22/2008 3:39:57 PM  5/22/2008 3:39:57 PM
@ Power On Yirtual Mach. .. @ JetAdmin & InProgress Administrator 5/22/2008 3:32:01 PM 5/22/2008 3:32:01 PM

| (2]

|E Taske @ dlams |

| dscdmiristrator
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How do I use the CD/DVD Drive using the Web or Virtual Centre Interfaces?

Using the Web or Virtual Centre interfaces it is possible to mount your local (the drive on your PC) CD/DVD
as a drive on the server. This is how you “insert” a disk into your server. You can mount a disk for one time
use, or you can save a disk as an ISO image on your PC or the server for multiple use on demand. You can
browse these saved images at any time. When you mount the CD/DVD or an I1SO images, it will appear as a
normal CD/DAVD disk under Windows or Linux. Linux administrators may need to mount the drive using the
command line mount command.

/) administrator@10.240.157.54: ¥Mware Virtual Infrastructure Web Access - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help | Iy
Q Back - ) - |ﬂ &'] o | ! Search - Favorites 41 | L1 =

Address |®j https:/[10, 240,157, 54/uifvManage. da =l Go |Links =
@ YMware Web Access ~ Halp

Log Out
1 vm_www2_dev @
25 cp/D¥D Drive 1 (IDE 0:0)

" Host Media

Use devices and files on the WMware Server system,
f* Client Media

Use devices and files on vour local machine.

Device Status

[T Connected \
-

Connection

Make sure to connect the disk

" Physical Drive

I.fusr.f\ib./vmware/isoimagesx"hnux.iso

o
&
-

@ 150 Image g Browse to an ISO image stored
Use the following optical disc image:
| on your PC or stored on the
server here

ID:D CD/DWD Drive 1 vl
|&] pore EEE
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How do I access new storage?
A reboot of your virtual machine may be required to see new storage assigned to your server.

Under Windows, you should scan for hardware changes under Device Manager, and then go to Disk
Administrator and create your disk partition. To navigate to Device Manager, right click on My Computer and
Select Manage. Go to the Disk Management section of the MMC. If it does not appear upon scanning for
hardware changes, reboot your server. If it still does not appear, then open contact the User Support Centre.

E OMpUier anagemen

g File Action  View ‘window Help

e BE 2

Computer Management (Local) Wolume | Layout | Type ‘ File System | Status | Capacity Free Space | % Free | Faulk Tolerance | Ov
= m System Tools S SERVICEYOD1L Partition Basic FAT32 Healthy (EIS4 Configuration)  5.69 GB 1.46 GB 25 % Mo 0%
+-{l] Event Viswer =dshane's C Drive (C1) Partition  Basic  MTFS Healthy {System) 106,02 GE 6984 GE 65 % Mo 0%

+ Shared Folders

+ % Local Users and Groups

+ Performance Logs and Alerts
g Device Manager

Storage
gRemovable storage New Disk appears here
Diskeeper
Rafresh
Rescan Disks

View ' Right click and select rescan disk

New Window from Here

Ser\rlces and App

Help

&Disk 0 I

Basic Shane's C Drive {C:) SERVICEY0O01
111,79 GB 106,03 GB NTFS 5.70 GB FATS2

Online Healthy {Svstem) Healthy (EI5A Configuration)
Zlcp-roM o

DYD (D)

Mo Media

Under Linux, run the command fdisk —I to list all disks. You should create a partition and format with ext3 file
system (or whatever file system you wish). If it does not appear, you may have to reboot. If it still does not

appear, then open contact the User Support Centre.
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Other Information

Backups

The Virtual Server Environment has been designed to be highly available and resilient against disasters.
This feature of the service has been enabled by splitting the virtual server environment across two sites, the
main site located within Computer Services, and the other in our disaster recovery Data Centre located in
the IDA park north of the campus. All storage data is replicated in real time from our main DS4800 SAN
(located in Computer Services) to our disaster recovery DS4500 SAN (located in our Data Centre north).
Furthermore, weekly snapshot backups of each virtual machine are made firstly to disk, and to tape archive
monthly.

Tivoli Storage Manager (TSM Client) Client software is installed and configured to talk to the NUIG backup
environment. This client allows for ad-hoc or scheduled backups of specific files and directories on your
server. Backups of this kind are not enabled by default. If such file/directory type backups are required,
please contact the User Support Centre.

B "EM Tivoli'Storage Manager

File Edit Actions Utilities  Wiew Window Help

Welcome to IBM Tivoli Storage Manager Click one of the following buttons to perform a task.

BACKUP ARCHIVE
Backup and Restore copies of data that are Archive and Retrieve copies of data that are
frequently updated. preserved for a specific period of time.

Archive
Creates an archive copy in
long-term storage.

Backup
Copies files to server storage to
presvent loss of data,

- Restare Retrieve A ]
1 Eestores sawved files from server Retrieves an archive copy fram II
> long-term storage. )

\ - storage.

PO T

Far Help, press F1

Monitoring
Computer Services will monitor up time of production servers. Test servers will not be monitored.

Windows Server Security

Basic Windows security is setup with one administrator user. Windows servers are created from templates,
which are updated twice yearly. The templates will include all available OS updates and patches.

Linux Server Security

Basic Linux security is setup with one root user. The default firewall is disabled, and SELinux is installed but
is not set-up to run by default.
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